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SPAM DETECTION FOR OUTGOING AND INCOMING CALLS
ABSTRACT
System and method are disclosed to detect spam in outgoing or incoming calls on a
telephone device. The system includes a server running a machine-learning algorithm coupled to
a spam detection service running on the device that detects spam during an outgoing or incoming
call. When the user places a call; the device listens to the conversation and extracts identifiable
characteristics through acoustic characterization. These characteristics constituting a signature
are received by the spam detection service to identify spam. If a spam call is detected, the user is
warned through an audio cue during the call and ends the call. If spam is not detected, the user
continues the conversation. After the call, user is allowed to assign a spam rating. The spam
rating and acoustic signature entry are sent to the server to improve the machine learning
algorithm. The disclosed method of detecting spam calls helps users save money.
BACKGROUND
There is a growing spam problem, especially for outgoing international calls. Such scams
may operate in the following way, for example. An unsuspecting customer buys an international
long distance phone call card. The customer initiates a call to an international number. One of the
routing carriers in the chain of carriers maliciously routes the call to a scam number. The scam
number answers the call and starts playing an audio recording that looks like an actual call. The
user is then charged with extra talking hours, with significant costs to the user.
DESCRIPTION
A system and method are disclosed to detect spam during an outbound telephone call.
The system includes a telephone or a mobile device and a spam detection service running on the
telephone device with an associated server that includes a machine learning algorithm as shown
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in FIG. 1.

FIG. 1: System for detecting spam during an outbound call
The method of detecting spam during an outbound call is depicted in FIG. 2. As shown in
FIG. 2, a user initiates a call. The device listens to the conversation, and extracts identifiable
characteristics of the call using acoustic characterization methods. The spam detection service
within the device constantly receives these acoustic characteristics or signature and makes
positive spam identification. If spam is detected, the system warns the user using an audio cue
(e.g. a beep). If spam is not detected, the user continues the conversation. After the user ends the
call, the user is given a chance to assign a spam rating (spam, not spam) for the outbound call.
The entry is sent to the server for improving the machine learning algorithm, along with the
corresponding acoustic signature.
The machine learning system is also updated with "customer number, outbound number"
pairs and their spam ratings to learn the numbers and the destinations that are susceptible to
outbound call spam. The system disclosed could also be used similarly to detect incoming spam

https://www.tdcommons.org/dpubs_series/759

3

Jacobson and Toksoz: Spam Detection For Outgoing And Incoming Calls

calls.

FIG. 2: Method to detect spam during an outbound call
The system and method to detect spam during an outgoing or incoming call enables users
to save money.
In situations in which the systems and methods discussed herein may collect information
about users, or may make use of personal information (e.g., acoustic characteristics, voice
signature, device data and network data), users are provided with one or more opportunities to
control how information is collected about the user and used in one or more described features.
Each user for which personal information is to be collected is presented with one or more options
to allow control over the information collection relevant to that user, to provide permission or
authorization as to whether the information is collected and as to which portions of the
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information are to be collected. For example, users can be provided with one or more control
options over a communication network. In addition, certain data may be treated in one or more
ways before it is stored or used, so that personally identifiable information is removed. For
example, a user’s identity may be treated so that no personally identifiable information can be
determined for the user. In some cases selectable by the user, the hashing of the audio signature
could be performed locally on device before transmission server side for analysis. In some cases,
the method may use a very small segment of the call so the amount of data is minimized (less
than a minute), in order to reduce charges to the user.
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